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Abstract

Software for safety-critical systems is nowadays often graphically modeled, using what
has come to be known as statecharts. In collaborative, complex software development
projects, code efficiency, readability, and maintainability are particularly important is-
sues. Especially, since humans tend to digress, err, and diversify, error prevention, as
well as the provision of solutions for reoccurring tasks are of paramount importance.
Hence, this diploma thesis focuses on the definition and automated compliance check
of so-called robustness rules for statecharts. By these means, a subset of the statechart

programming paradigm is specified, which is considered to be less error-prone.

Keywords: statecharts, error prevention, style checking, style guide, syntactic robust-

ness, semantic robustness, automated theorem proving






Acknowledgements

First and foremost, I thank Steffen Prochnow, my thesis advisor and good friend. Al-
though we have known each other for a long time, he never made it easy for me—and
that’s good. His sheer unlimited patience and the often long hours of advice and guid-

ance are greatly appreciated.

Next, I would like to express my deep gratitude to Prof. Dr. Reinhard von Hanxleden
for quickly developing the topic of this thesis at a time of need, when I was far away
and very frustrated in India.

I would also like to acknowledge all members of the Real-Time and Embedded Systems

Group at the University of Kiel, especially Ken Bell and Claus Traulsen.

Last, but definitely not least, I want to thank my fiancée Sylvia for standing by me all
throughout the course of my graduate studies. During this time, she has not only become
my partner for life, but also my greatest critic, constantly reminding me that stringent
research methods are based in the philosophy of science, that meaningful empirical
results need sound empirical experimentation, and also that there is more to life than
working on a diploma thesis (late insights). She has accompanied me in this work in
three different parts of the world—first India, then Germany, now Switzerland. Thank

you!

vii



viii



Table of Contents

Table of Contents ix
List of Tables xi
List of Figures xiii
List of Acronyms and Abbreviations XV
1 Introduction 1
2 Statecharts 5
2.1 Emergence of Statecharts . . . . . ... ... ... ... ........ 6
2.2 Statechart Dialects . . . . .. .. .. ... 9
2.3 Graphical Notation of Statecharts . . . . . . .. .. ... ... ..... 10
2.4 Suitability of Statecharts for Modeling Reactive Systems . . . . . . . . 13
3 Automated Theorem Proving 17
3.1 Historical and Introductory Remarks . . . . . ... ... ... ..... 17
3.2 Satisfiability: Theory and Algorithms . . . . . . ... ... ... ... 19

3.3 Selection of an SMT Solver for Semantic Robustness Analysis of State-
charts . . . . . .. L 22




Table of Contents

4 Automated Software Error Prevention 27
4.1 Introduction and Disambiguation of Terminology . . . . . .. .. . .. 27
4.2 Style Checking in Textual Computer Programming . . . . . . ... .. 31
4.3 Style Checking in Statecharts . . . . . . . ... ... .. ........ 34

5 A Proposal for Style Checking in Statecharts 39
5.1 Taxonomy for Style Checking in Statecharts . . . . . . . ... ... .. 40
5.2 Robustness Rules for Statecharts . . . . .. ... ... ......... 42
5.3 Semantic Robustness Rules for Statecharts . . . . . ... ... ... .. 45

6 The Implementation 53
6.1 The KIEL Framework . . . . . . .. ... .. .. ... ......... 53
6.2 The KIEL Checking Plug-In . . . . .. ... ... ... ....... 55
6.3 Performance Analysis . . . . . . ... ... ... .. . 59

7 Discussion and Conclusion 63

Bibliography 67

A Source Code 77
A.1 SWIG Interface Definition . . . . .. .. ... .. ... ........ 77
A.2 Checking Infrastructure . . . . . . .. ... ... L. 87
A.3 Semantic Robustness Checks . . . . . .. ... ... ... ....... 101
A.4 Validity Checker Link-Up . . . . . ... ... ... ... ........ 111




List of Tables

2.1
22
23

24

3.1

6.1

Basic statechart elements: state and transition. . . . . . . .. ... ...
Statechart elements: composite states. . . . . . . . .. ... ... ...
Advanced statechart elements: final state and selected pseudo-states. . .

Safe State Machines extensions of the statechart notation. . . . . . . .

Classificationof SMT solvers . . . . . . .. ... ... ... ......
Experimental results of the semantic robustness analysis of statecharts,
listing the number of graphical elements in the models, run-times of the

analysis, and numbers of generated warnings. . . . . . .. .. .. ...

Xi



xii



List of Figures

1.1

2.1

22

3.1

32

4.1

4.2

4.3

4.4

5.1

5.2

Screenshot of KIEL showing the example statechart ABRO. The tree

data structure is shown on the left, the classical statechart view on the

State transition diagram representing a simple finite state machine, with

initial state “X” and final state “Interrupt.” . . . . . . .. ... ... ..

Additional pseudo-states defined in the UML standard. . . . . . .. ..

Historical overview of algorithms for solving the boolean satisfiability

problem. . . . ...

Results of the linear integer arithmetic category at the 2005 Satisfiability
Modulo Theories Competition [11]. . . . . .. ... .. ... .....

Software Error Prevention and its branches. . . . . . . . . . . ... ..

Classification of coding standards according to their emphasis of layout

style vs.robustness. . . . . . .. ...

Classification of code checking tools according to their emphasis of lay-
out style vs. robustness. . . . . . . .. ... e

Classification of statechart style checking tools according to their em-

phasis of layout style vs. robustness. . . . . . ... ... ........

Distinction between correctness and style checking in the context of
staticcode analysis. . . . . . . . . ... L

Taxonomy for style checking in statecharts. . . . . ... .. ... ...

36

xiii



5.3
54
5.5

5.6

5.7

5.8
59

5.10

5.11

6.1
6.2

6.3

6.4
6.5

6.6

A.l

Semantic robustness rule Dwelling. . . . . . . . . ... ... ... ...
Semantic robustness rule Transition Overlap. . . . . . . . . ... ...

Semantic robustness rule Transition Overlap: applicability to default

transSitions. . . . . . v o v e e e e e e e e

Semantic robustness rule Transition Overlap: applicability to “indirect-

ly” outgoing transitions. . . . . . . . . . . ... oL o Lo

Semantic robustness rule Transition Overlap: applicability to transitions

endinginaconditional. . . . . . ... ... L oL,
Semantic robustness rule Race Conditions: applicability to variables. . .

Semantic robustness rule Race Conditions: applicability to valued sig-
nals of Safe State Machines. . . . . . .. ... ... ... .. ..

Semantic robustness rule Race Conditions: applicability to ambiguous

cases of parallelism. . . . . . ... ... ... ... .. .. ..

Semantic robustness rule Race Conditions: applicability to parallel tran-

sitions at all levels of hierarchy. . . . . . .. .. ... ... ... ....

The components of KIEL and their conceptual interaction. . . . . . . .
Screenshot of KIEL’s Checking menu. . . . . .. ... .........

Outline of KIEL Checking plug-in communicating directly via standard
I/O with CVC Lite executable. . . . . .. ... ... ... .......

Interfacing of KIEL and the CVC Lite library via JNI and SWIG. . . . .

Results of the semantic robustness analysis displayed in KIEL’s graphi-

cal user interface. . . . . . . . . . ...

Plots of checking run-time vs. model size, illustrating the experimental
results of the automated semantic robustness analysis of statecharts.

Partial class diagram showing the semantic robustness checks and their

commonbaseclass. . . . . . .. ...

55

61

Xiv



List of Acronyms and Abbreviations

API
ATP
BDD
CASE
CNF
CVC
CVCL
DNF
DP
DPLL
FSM
GUI
IDE
JAR
JNI
JVM
KIEL
MISRA
NASA
OCL
OMG
SAT
SMT
SSM
SUD
SvVC
UML

application programming interface
automated theorem proving

binary decision diagram
computer-aided software engineering
conjunctive normal form

Cooperating Validity Checker
Cooperating Validity Checker Lite
disjunctive normal form

Davis-Putnam (algorithm)
Davis-Logemann-Loveland (algorithm)
finite state machine

graphical user interface

integrated development environment
Java Archive

Java Native Interface

Java Virtual Machine

Kiel Integrated Environment for Layout
Motor Industry Software Reliability Association
National Aeronautics and Space Administration
Object Constraint Language

Object Management Group

boolean satisfiability problem
satisfiability modulo theories

Safe State Machines

system under development

Stanford Validity Checker

Unified Modeling Language

XV



VHDL  Very High-Level Design Language
XMI XML Metadata Interchange
XML eXtensible Markup Language

W.T. 1. with respect to

xvi



Chapter 1
Introduction

Computer-controlled electronic devices, so-called embedded systems, have long be-
come part of our everyday life. Their presence has evolved from abundance to ubiquity.
Even many safety-critical systems—those where human life or at least great financial
values are at stake—are controlled by software. It is, therefore, all the more impor-
tant that this software does exactly what it is supposed to do. Prominent examples of
safety-critical systems failure are the Therac-25 radiation therapy (1985-1987) [62], the
Space Shuttle Challenger (1986) [105], Lufthansa Flight 2904 (1993) [60], and Ariane 5
Flight 501 (1996) [63].

The software for such safety-critical (embedded) systems is nowadays oftentimes real-
ized without using “standard” programming languages such as C or Java. Instead, be-
havior is either expressed in a specialized programming language, such as Esterel [16],
or graphically modeled at various levels of abstraction, using what has come to be
known as statecharts [44]. According to Harel, their inventor, statecharts “constitute an
extensive generalization of state-transition diagrams. They allow for multilevel states
decomposed in an and/or fashion, and thus support economical specification of con-
currency and encapsulation. They incorporate a broadcast communication mechanism,
timeout and delay operators for specifying synchronization and timing information, and
a means for specifying transitions that depend on the history of the system’s behav-
ior” [46, page 10]. With these specialized features—hierarchy, concurrency, broadcast-
communication, and history—statecharts constitute a much more powerful and intuitive
modeling paradigm than ordinary textual programming. Using a specialized modeling
environment, e. g., Esterel Studio or MATLAB Simulink/Stateflow, such a system model
may be used to generate program code. Moreover, the modeled system may also be sim-
ulated by injecting events into the model, which then reacts according to its behavior.
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Thus, statecharts in conjunction with a powerful modeling and simulation environment
serve as specification and design language, graphical programming language, and test
suite. Today, statecharts are used in the software development of such complex endeav-
ors as the Airbus A380 and the Eurofighter.

Although utilizing statecharts for system development makes life easier, they are—by
far—no magic bullet. When modeling systems graphically, certain aspects regarding

quality need to be kept in mind, just as in textual computer programming:

Good programming style begins with the effective organization of code.
By using a clear and consistent organization of the components of your
programs, you make them more efficient, readable, and maintainable.

— Steve Oualline, C Elements of Style [85, page 1]

Code efficiency, readability, and maintainability are particularly important issues in col-
laborative, complex software development projects. Especially, since humans tend to
digress, err, and diversify, common appearance and style, error prevention, as well as
the provision of solutions for reoccurring tasks are of paramount importance in large
programming projects. Hence, appropriate guidelines and an automated abidance check
are indispensable. This diploma thesis focuses on the definition and automated check
of so-called robustness rules, i. e., rules that limit or even prevent the use of error-prone

expressions.

The developed robustness checker is integrated in the statechart modeling and simula-
tion tool KIEL [55]. A screenshot of KIEL is shown in Figure 1.1. In the broad context
of computer aided software engineering (CASE), KIEL is currently being developed by
the Real-Time and Embedded Systems Group at the Department of Computer Science,
Christian-Albrechts-University of Kiel, Germany. Accordingly, the recursive acronym
KIEL stands for “Kiel Integrated Environment for Layout.” The tool’s main goal is to
enhance the intuitive comprehension of the behavior of the system under development
(SUD). While most available statechart development tools merely offer a static view
of the SUD during simulation, K/IEL provides a more dynamic visualization [89]. At
each simulation step, a new view of the chart is shown with the currently active states
expanded and highlighted. The inner states of nonactive hierarchical states are col-
lapsed to hide less important, potentially distracting details. Fundamental components
of KIEL are a tree data structure that represents the topology of a statechart and an au-
tomatic layout mechanism that generates graphical representations of statecharts. KIEL
also features import functionality for models of various statechart dialects, e. g., Safe




State Machines and Stateflow, as well as for system descriptions written in Esterel via
a transformation to Safe State Machines [90].
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Figure 1.1: Screenshot of KIEL showing the example statechart ABRO. The
tree data structure is shown on the left, the classical statechart

view on the right.

This thesis is organized as follows: A thorough introduction of statecharts is given in
Chapter 2. Thereafter, as the developed statechart checking framework is based on au-
tomated theorem proving, particularly the satisfiability modulo theories problem, Chap-
ter 3 presents the respective theoretical background and an overview of available solving
tools. Chapter 4 discusses automated software error prevention, focussing on the theo-
retical foundation and the practical state-of-the-art. In doing so, the particulars of style
checking in textual computer programming (Section 4.2) as well as style checking in
statecharts (Section 4.3) are addressed. Next, the definition of a comprehensive state-
chart style guide is presented in Chapter 5. Implementation details of the corresponding
automatic checking framework as a plug-in for KIEL are described in Chapter 6. Finally,

Chapter 7 concludes this thesis by critically discussing its results.







Chapter 2

Statecharts

Much has happened in the world of software and systems engineering since Harel intro-
duced statecharts in 1987 in his seminal publication Statecharts: A Visual Formalism for
Complex Systems [44]. Harel begins by recognizing “the existence of a major problem
in the specification and design of large and complex reactive systems.” The problem, as
he points out, originates from “the difficulty of describing reactive behavior in ways that
are clear and realistic, and at the same time formal and rigorous” [44, page 231]. Al-
though specialized programming languages, e. g., Esterel, are forthcoming in the field
of reactive systems, a gap between specification and design aims on one side and avail-
able methods on the other side exists. This gap stands in contrast to the development of
transformational systems, for which excellent methods of decomposition, both coherent

and rigorous have long existed.

Unlike a transformational system, which essentially computes a function, transforming
input data into output data, a reactive system is characterized by continuously interacting
with its environment, i. e., responding to external and internal stimuli. In essence, Harel
defines the behavior of a reactive system as “the set of allowed sequences of input and
output events, conditions, and actions, perhaps with some additional information such
as timing constraints” [44, page 232]. The fact that this set of sequences, which is
often large and complex, could not be elegantly decomposed using traditional methods,
hindered the systematic and efficient development of reactive systems. Here, statecharts,
which are described in the following, using a bottom-up approach, enter the picture.
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2.1 Emergence of Statecharts

A priori, the concept of states and events suggests itself as a rather natural medium for
capturing the dynamic behavior of complex systems. A state transition, which takes
the general form “when event E occurs while the system is in state X, if condition C
is true at the time, the system transfers to state Y,” constitutes the basic element of this
description. The systematic aggregation of such state-transitions forms a finite state

machine.

2.1.1 Finite State Machines

A finite state machine (FSM), first introduced in the early 1950s by Rabin and Scott [92],
is the oldest known formal, technical model of sequential behavior. It is based on the
conjunction of Turing machines [106] and McCulloch’s and Pitts’ neural-network mod-
els [70]. Built on these concepts, FSMs are composed of states and transitions. “A state
is a distinguishable, disjoint, orthogonal ontological condition that persists for a signif-
icant period of time” [30, page 50]. This means that a state can be clearly distinguished
from other states, a system must be in exactly one state at all times, and states do not

overlap. Transitions indicate a state change in response to an event of interest.

An FSM can be represented by a state-transition diagram (or state diagram, for short),
as illustrated in Figure 2.1. State diagrams are directed graphs, with nodes representing
states and edges labeled with triggering events and guarding conditions representing

transitions.

A pure FSM, also called acceptor or recognizer, is defined as a quintuple (Q, X, 8, qo, F),

where
0 is a finite set of states,
X is the input alphabet,
0:0xX— Q isthe transition function,
q0 € Q is the initial state, and
FCQ is the set of final states.

There are two basic ways to extend the above model into a transducer with an output

capability:

According to the Moore model [73], output is associated with states. A Moore machine
is a septuple (Q,X,A, 8,A,qo, F), where Q,X, 8, qo, F remain as defined above,
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Figure 2.1: State transition diagram representing a simple finite state ma-

chine, with initial state “X” and final state “Interrupt.”

A is the output alphabet, and
A:Q — A isthe output function.

According to the Mealy model [71], output is associated with transitions. A Mealy
machine is also a septuple (Q,X,A,9,4,qo, F), where Q, X, A, 8,qo, F are defined as for

Moore machines, but
A:QxX— A isthe output function.

Output generally takes the form of an uninterruptible activity, called an action, to be

performed before the system will react to any new events.

2.1.2 Application of FSMs: Shortcomings and Desiderata

Finite state machines, as presented above, have several critical shortcomings when em-
ployed for modeling complex reactive systems. Following a naive approach of describ-
ing such systems, one would be faced with an unmanageable, exponentially growing
multitude of states, as noted by Parnas as early as 1969 [86]. This is due to the “flat,”
unstratified nature of state diagrams, making them uneconomical concerning the number
of transitions, e. g., required for a high-level interrupt (cf. Figure 2.1), and even more un-
economical concerning the number of states w.r. t. parallel composition. Furthermore,
state diagrams are inherently sequential, so that parallelism cannot be represented in a
natural way [cf. 44].
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To avoid the explicit representation of all combinations of states and transitions, a mod-
ular, hierarchical, and well-structured modeling strategy seems highly desirable. This
strategy should provide more general and flexible concepts, including (1) a bottom-up
aggregation of states into super-states as well as a top-down refinement of states into
sub-states, which together results in a hierarchical organization of super-states, states,
and sub-states; (2) the identification of independence or orthogonality of states; and (3)
a generalization of single-event transitions into condition-guarded boolean multi-event

ones.

To illustrate these concepts, consider the following example of a television set (numbers
refer to the points mentioned above): (1) in all on-states (TV-program or videotext),
when the power-button is pressed, the television switches off, and conversely, the tele-
vision’s on-state consists of TV-program and videotext; (2) the television’s volume (or
mute) is independent of the channel; (3) the device can be turned on by pressing either

one of the channel buttons or the power button.

2.1.3 Harel Statecharts

Built on these desiderata, i. e., enriching a combination of Moore and Mealy machines
with hierarchy (depth) and orthogonality (parallelism), Harel developed an innovative
visual formalism, introduced as statecharts [44]. Statecharts constitute an extension of
conventional state diagrams by and/or decomposition of states, additionally including
inter-level transitions and broadcast-communication between concurrent components,
as well as encouraging ‘zoom’ capabilities for varying levels of abstraction—or, putting
it in Harel’s words,

“statecharts = state-diagrams + depth + orthogonality +

broadcast-communication” [44, page 233].

In addition, the modeled system may hold and modify data and also exchange this data
with its environment. In statecharts, this data is represented by events and condition

variables. Thus, Harel’s original definition should be augmented to read

statecharts = state-diagrams + depth + orthogonality +
broadcast-communication + data [46].
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The central components of this formalism are state-transitions, which model possible
pathways to transfer from a current state into a next state under certain conditions, so-
called transition predicates. There may be several outgoing transitions from one state,

which are evoked in each case by their own predicates.

2.2 Statechart Dialects

Harel’s original semantics is implemented in Statemate [45]. Besides, many different
so called statechart dialects have evolved. In 1994, von der Beeck compared 21 of these
dialects [12], each with somewhat different syntax and semantics. The Object Man-
agement Group (OMG) has incorporated an implementation-independent, overarching
definition of statecharts into the UML specification [82]. In addition to this specifica-
tion, the following three statechart implementations are considered in this thesis:

Statechart Dialect Product Name Product Vendor
Stateflow MATLAB Simulink/Stateflow The MathWorks
Statemate Statemate I-Logix

Safe State Machines Esterel Studio Esterel Technologies

All statechart dialects exhibit their own syntactic and semantic peculiarities of which the
system modeler must be aware, especially since even identical syntax may have different
semantics in different dialects. One of the most profound distinguishing characteristics
of a particular statechart dialect is its notion of time. Essentially, two distinct models of
time exist: The synchronous model of time assumes that a system executes a single step
every instant or time unit, reacting to all external changes that have occurred since the
completion of the previous step. The asynchronous model of time, on the other hand,
assumes that a system reacts whenever an external change occurs, allowing several steps

to take place within a single time unit [12].

The most prominent characteristics of the aforementioned dialects are described below:

UML state machines

e Currently, no immediate implementation of UML state machines exists.
However, a growing group of UML modeling tools has committed itself
to partial, but expanding implementations.
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e In terms of syntactic scope, UML state machines represent a superset of a
variety of statechart dialects. Conversely, many statechart implementations
claim UML conformance. The semantics, on the other hand, are in many

cases merely sketched in the UML standard.
Stateflow

o Stateflow charts are always embedded within a Simulink model. The charts
may be run synchronously at the same rate as the surrounding Simulink
model or asynchronously by selectively injecting events from Simulink when
required [68].

e Stateflow provides a rudimentary static checking functionality.
Statemate
e Statemate was the first executable implementation of statecharts, adhering
closely to Harel’s original semantics.
e Statemate’s micro-step semantics is a variant of the asynchronous model of
time [45].

Safe State Machines

e Safe State Machines are built on a perfectly synchronous framework, i. e.,
conceptually, concurrent processes perform computation and exchange in-
formation in zero time [14]. On the physical target-platform, this abstraction

is translated into the guaranteed keeping of deadlines.

e Safe State Machines do not allow inter-level transitions, as they tend to

disturb the desired encapsulation.

e Safe State Machines feature clear and explicitly defined semantics, facili-
tating strictly formal behavioral descriptions.

e A non-commercial, but slightly limited variant of Safe State Machines,
named SyncCharts, has been developed by André [1].

2.3 Graphical Notation of Statecharts

So far, the theoretical concepts of statecharts have been introduced. To complete the

formalism, we will now turn to the equally important aspect of visualization. In order

10
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Table 2.1: Basic statechart elements: state and transition.

Statechart Element Notation Remarks

This most basic element, in unison with

its name, represents the current state of
State the system. Moore-like actions, to be
performed while entering, residing in, or

exiting a state, may be specified.

A transition models a possible pathway
to transfer the system from the current

Transiti eld/a state into a next state, given the presence
ransition

of an event of interest and the adherence
to a certain condition. Taking the transi-

tion also triggers a specified action.

to avoid showing the graphical notation of all aforementioned statechart dialects, the
notation of the UML specification [82] is shown. Additionally, the notation of Safe
State Machines [35], which is used in the examples in Chapter 5, is given for elements
that differ considerably from the UML standard.

Traditionally, trees and other line-graphs have been used for capturing depth and hi-
erarchy. In these, however, the geometrical features of lines and points contribute no
additional meaning. Drawing from the more general concepts of Euler circles, Venn
diagrams, and hypergraphs, Harel suggested the use of rounded rectangles to represent
states at any level, i. e., (simple) states that have no sub-states as well as hierarchical
(or composite) states [44]. The hierarchical relation is expressed using encapsulation
of states within higher-level states. In Harel’s notation, arrows, representing transitions,
are allowed to originate and terminate at any level and are labeled with a triggering
event and a parenthesized guarding condition. In most statechart dialects, both transi-
tion events and conditions are optional. Table 2.1 illustrates the notation of states and
transitions.

As shown in Table 2.2, two distinct types of composite states, facilitating the specifi-
cation of hierarchy, exist: XOR as well as AND. Within an XOR-state, exactly one of
the contained states is active at any given time—still, such states are commonly referred
to as OR-states. In contrast, within an AND-state, all orthogonal components are ac-

11
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Table 2.2: Statechart elements: composite states.

Statechart Element Notation Remarks

Exactly one of the contained states is

active at any given time. In general,
OR-State . o
transitions originating from encapsulat-
ing states have higher priority.
Each orthogonal component is called a
[ ANDState ] region and has the semantics of an OR-
AND-State

state. All regions are active simultane-

ously.

tive simultaneously. AND-states constitute Harel’s desired “natural way” to represent
the decomposition of a system into its physical subsystems [44]. In general, transitions

originating from encapsulating states have higher priority.

In addition to these basic statechart elements, final states and various pseudo-states are
described in Table 2.3. Here, the notation of the UML standard as well as that of Safe
State Machines (SSM) is shown. Pseudo-states are different from the previously intro-
duced “normal” states in that a system can never actually reside in a pseudo-state.

The UML standard further defines Fork, Join, and Synch pseudo-states, shown in Fig-
ure 2.2. The exact semantics of these constructs are, however, beyond the scope of this

paper.

2 -+ ®

(a) Fork pseudo-state. (b) Join pseudo-state. (c¢) Synch pseudo-state.

Figure 2.2: Additional pseudo-states defined in the UML standard.

Moreover, as Safe State Machines do not allow inter-level transitions, alternative means
for termination are required. These are illustrated in Table 2.4. For instance, an AND-
state is exited by “normal termination” when all parallel components have reached their
respective final states. Additionally, the relative priorities are given for the three types

of transitions.

12
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Table 2.3: Advanced statechart elements: final state and selected pseudo-

states.

Statechart Element

Notation

UML

SSM

Remarks

Final State

° @

Identifies the termination of the encapsu-

lating composite state.

Initial Connector

Typically, when any composite state be-
comes active, the mandatory initial con-
nector within is activated (see History

Connector below for exceptions).

Choice Connector/
Conditional Connector/

Junction Connector

These pseudo-states are meant for un-
cluttering and economizing statecharts.
Variying nomenclature, notation, and se-
mantics exist in different statechart di-

alects.

History Connector

®
®)

When a composite state is re-entered
through its History Connector (H), the
previous inner state is restored. Deep
History Connectors (H*) even restore the
states within all contained hierarchical

levels.

2.4 Suitability of Statecharts for Modeling Reactive

Systems

System modeling can be considered as a transition from ideas and informal descriptions

to concrete descriptions that use fixed concepts and predefined terminology. Statecharts

are embedded within such a description, capturing the system specification organized

into three views, or projections, of the system [46]: (1) the functional view, encompass-

ing the “what” of the system’s capabilities, including its processes, inputs, and flow of

information; (2) the behavioral view (statecharts), capturing the “when”, i. e., the sys-

tem’s behavior over time, including the control and timing behavior and thus providing

13
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Table 2.4: Safe State Machines extensions of the statechart notation.

Statechart Element

Notation

Remarks

Normal Termination

Lowest priority; automatically enabled
when the originating composite state ter-
minates. For an OR-state this is the
case when an encapsulated final state is
reached; for an AND-state it is the case
when final states are reached in all en-
capsulated regions. Normal terminations

do not support triggers or conditions.

Weak Abort

Medium priority; when enabled, the
originating state is left after it has com-
pleted all its activities associated with the
current instant.

Strong Abort

Highest priority; when enabled, the orig-

inating state ist left immediately.

Suspend Connector

“Always-active” pseudo-state; when one
of the departing, actionless transitions is
enabled, the composite target state is im-
mediately (strongly) suspended, i. e., ex-
ecution within the state is paused for the

current instant.

insight into causality, concurrency, and synchronization; and (3) the structural view, de-

picting the “how” of the system’s structure in terms of subsystems, modules, or objects,

and its communication links. While the former two views provide the conceptual model

of the system, the structural view is considered to be its physical model, because it is

concerned with the various aspects of the system’s implementation. As a consequence,

the conceptual model usually involves terms and notations borrowed from the problem

domain, whereas the physical model draws more upon the solution domain.

Statecharts are well-fit for modeling reactive systems, as they emphasize not only

“good” modeling in system development but also “easy” execution, debugging, anal-

ysis of the resulting models, and translation into working code for software and/or hard-
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ware [46]. With the support of a specialized modeling environment, such as Esterel
Studio or MATLAB Simulink/Stateflow, a model can be executed, i. e., simulated, by em-
ulating the environment of the system under development and letting the model react
accordingly. In particular, a model can be simulated interactively (step-by-step) or by
batch execution. The modeling environment generates an animation of the diagrams
by highlighting currently active states and activities. The possibility to simulate only
part of a model allows for early testing. Furthermore, external code may be attached to
a model to produce input stimuli or simply to augment the model. After a model has
been constructed, successfully simulated, and satisfactorily tested, it can be translated
automatically—with help of the development environment—into high-level program-
ming language code (e. g., C, Ada) or into a hardware description (e. g., VHDL).

In summary, statecharts provide a powerful set of communication and abstraction mech-
anisms for structuring a reactive program as a well-scaling collection of interacting
components [2]. In conjunction with a progressive development environment, they also
permit to simulate the modeled system behavior. Due to the overarching development
process as well as their strong intuitiveness, statecharts certainly surpass textual reactive

system descriptions.
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Chapter 3
Automated Theorem Proving

From the ancient Greek philosophers’ syllogisms to present-day automated theorem
proving, the field of logic and reasoning has undergone a significant development.
Hence, the chapter is commenced by a historical introduction, which traces automated
theorem proving back to its mathematical roots at the early beginning of the 20th cen-
tury. This is followed by a detailed presentation of the validity problem and its dual,
satisfiability. The satisfiability problem is then generalized to yield the satisfiability
modulo theories (SMT) problem. After a presentation and characterization of several
SMT solvers, the chapter is concluded by the selection of a tool, most suitable for solv-

ing SMT problems arising from the semantic robustness analysis of statecharts.

3.1 Historical and Introductory Remarks

As part of automated reasoning, the area of automated theorem proving (ATP) deals with
the development of efficient algorithmic methods for finding proofs for mathematical
formulae that are true and providing a counterexample for those that are not true. This
problem of proving the validity of a theorem or formula traces back to Hilbert’s tenth of
23 mathematical problems, which he originally presented at the International Congress
of Mathematicians in Paris in 1900 [47]. The tenth problem addresses whether or not all
Diophantine problems' have a solution. Seventy years later, Matiyasevich proved that
this is not the case [69].

'A Diophantine equation is a polynomial equation that only allows integer-variables. Diophantine
problems have fewer equations than unknown variables and involve finding integers that satisfy all equa-
tions.
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Depending on the underlying logic, the problem of deciding the validity of a theorem
varies from trivial to impossible. For propositional logic?, the problem is decidable,
but NP-complete, i. e., only exponential-time algorithms are believed to exist. When
dealing with first-order logic?, there are two historical results of central importance:

Godel’s completeness theorem [39] and Church’s undecidability of validity [23].

Godel’s completeness theorem asserts that there are logical calculi in which every true
formula is provable. An example of this is Presburger’s first-order theory of the natural
numbers*, which was introduced in 1929. It is a model of arithmetic containing addition,
but not multiplication [88]. Presburger-arithmetic is sound and complete, i. e., it does
not contain contradictions and every statement can either be proven or disproven. This
is in contrast to, e. g., Peano’s undecidable first-order theory of the natural numbers,

which also includes multiplication.

Church’s undecidability of validity theorem was formulated in 1936 and solved the fa-
mous Entscheidungsproblem, a generalization of Hilbert’s tenth problem. Church’s the-
orem asserts that there is no decision procedure (that always terminates) for deciding
whether a formula in first-order logic is valid. In the same year, Turing independently
also proved the Entscheidungsproblem undecidable [106]. While Church’s proof re-
ceived less attention, Turing’s approach, solving the halting problem for Turing ma-
chines along the way, became highly influential. Still, both proofs separately imply that
the general first-order theory of the natural numbers expressed in Peano’s axioms cannot
be decided with any algorithm.

Combining Godel’s and Church’s theorems, it follows that any valid first-order theorem
can eventually be proven, given unbounded resources. Invalid statements, on the other
hand, cannot always be recognized. In these cases, first-order theorem provers fail to ter-

minate. Nevertheless, first-order theorem proving is one of the most mature subfields of

ZPropositional logic is a logic in which the only objects are propositions, i. e., objects which them-
selves have truth values. Variables represent propositions, and there are no relations, functions, or quan-
tifiers except for the constants true and false. Typically, the connectives are A,V,—, and — (representing
negation, conjunction, disjunction, and implication, respectively) [38].

3First order logic, also referred to as predicate logic or predicate calculus, is an extension of propo-
sitional logic with separate symbols for predicates, subjects, and quantifiers (V and 3). For example,
where propositional logic might assign a single symbol P to the proposition “All men are mortal,” pred-
icate logic can define the predicate M(x), which asserts that the subject x is mortal and bind x with the
universal quantifier: Vx, M(x).

“With the tools of first-order logic it is possible to formulate a number of theories, with explicit axioms
or by rules of inference, that can themselves be treated as logical calculi. Arithmetic is the best known of
these; another example is set theory.
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automated theorem proving, as the logic is expressive enough to allow the specification
of arbitrary problems, often in a reasonably natural and intuitive way. Despite its lim-
ited decidability, practical theorem provers can solve many hard problems in first-order
logic. Moreover, fully automated systems can be constructed for a number of sound and
complete calculi, e. g., the abovementioned Presburger-arithmetic. However, rather than
proving a formula’s validity directly, the undermentioned most influential and powerful
ATP algorithms have always sought after determining a formula’s satisfiability—a dual
problem [38].

Since the 1994 Pentium FDIV-bug’, automated theorem proving has become a signif-
icant part of industrial integrated circuit design and verification. Industry leaders such
as AMD, IBM, Intel, Motorola, and Sun use automated theorem proving to verify the
operations of their modern microprocessors [54]. Program analysis through theorem
proving has also become part of the development of large-scale safety-critical systems,
e. ., designed for the Airbus A380 or Ariane 5 [51].

3.2 Satisfiability: Theory and Algorithms

Two distinct forms of the satisfiability problem are presented below: the classic boolean
satisfiability problem and the more recent and more general satisfiability modulo theo-
ries problem. In both cases, it is true that a proposition A is satisfiable, iff (if and only

if) —A is not valid. This was formally proven by Gallier [38, page 43].

3.2.1 Boolean Satisfiability Problem

As the dual of propositional theorem proving, the boolean satisfiability (SAT) problem
is the simplest form of theorem proving. It holds an important place in various areas of
computer science, including artificial intelligence, automatic verification of programs,
and hardware circuit synthesis [110]. Alongside, SAT is the first problem which has
been shown to be NP-complete [53, original proof in 24]

Boolean satisfiability is the problem of determining whether there is an assignment of
truth values to the variables of a formula of propositional logic for which that formula

SEDIV is the x86 assembly language instruction for floating point division. Intel officially refers to
the bug as the “Floating Point Flaw in the Pentium Processor” [see 50, the official Intel white paper on
the “Statistical Analysis of Floating Point Flaw™].
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SAT Algorithms

stochastic
solutions

exact
solutions

DP algorithm (1960) GSAT algorithm (1992)
backtracking-based local maximum
refinements avoidance
DPLL algorithm (1962) WalkSAT algorithm (1993)

unit propagation and
pure literal elimination

Chaff algorithm (2001)

Figure 3.1: Historical overview of algorithms for solving the boolean satis-
fiability problem.

evaluates to true. More formally: Let P be a fixed finite set of propositional symbols; a
truth assignment M is a set of literals such that Vp € P, {p,—p} C M. A clause C is true
in M if at least one of its literals is in M. Then a formula F is satisfied or modeled by
M, denoted by M = F, if all of F’s clauses are true in M. F is unsatisfiable iff it has no
models [81]. Formulae are generally required to be in conjunctive normal form (CNF),

i. e., a conjunction of clauses, where a clause is a disjunction of literals®.

As shown in Figure 3.1, modern-day exact algorithms for solving SAT problems can be
traced back to the vintage 1960 Davis-Putnam (DP) [27] and 1962 Davis-Logemann-
Loveland (DPLL) [28] algorithms. Over the years, a vast research community has
streamlined and upgraded the DPLL algorithm to yield enormously powerful tools, e. g.,
Chaff [74], capable of solving problems of tremendous size: more than one million vari-
ables and more than 10 million clauses. Moreover, stochastic algorithms, having the
power to outperform Chaff by an order of magnitude on certain types of problems, have
been developed in the 1990s [95, 96].

6A literal is an atom or the negation of an atom; atoms are the most elementary building blocks of
formulae, with respect to the underlying logical calculus.
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3.2.2 Satisfiability Modulo Theories Problem

Since many satisfiability problems arising from real-life applications cannot be easily
expressed in propositional logic, a more universal, problem-oriented, though still decid-
able, underlying theory is required [81]. For example, the properties of timed automata
are naturally expressed in difference logic, where formulae contain atoms of the form
a — b < k, which may be interpreted with respect to a background theory 7' of real or
integer linear arithmetic. Other common background theories, for which specialized de-
cision procedures exist, are the theories of lists and arrays, bit-vectors, and the logic of
equality and uninterpreted functions. Since arithmetic, lists, and arrays are ubiquitous
in computer science, it seems very natural to consider satisfiability problems modulo
the theory T of these data structures. Background theories are predominantly expressed
in classical first-order logic with equality. Only those theories, for which satisfiability

is actually decidable, are considered, though [5].

Problems may be composed of the conjunction of thousands of clauses like
p Vo y=gx—z) V send(s,g(x—7))<a,

where —p, y = g(x —z), and send(s,g(x — 7)) < a are literals. The satisfiability modulo
theories (SMT) problem, the dual of first-order theorem proving, determines the satis-
fiability of such a formula F’ with respect to a certain background theory T: Given F’,
determine whether F’ is T-satisfiable, or in other words, whether there exists a model
of T that is also a model of F’. Similar to the SAT problem above, F’ is satisfied by a
truth assignment M’, denoted by M’ |= F', i.e., M' is a T-model of F’, if all clauses of
F' are true in M’. F' is T-unsatisfiable iff it has no models in T. The set P’ over which

formulae are built is a fixed set of variable-free first-order atoms [81].

Two fundamentally different approaches for solving SMT problems exist today: the ea-
ger and the lazy approach. The eager approach converts the input formula within a
single step into an equi-satisfiable propositional CNF formula. Although sophisticated
ad-hoc translations exist for many theories, translators or SAT solvers run out of time
or memory on many practical problems. If successful, this procedure is still several
orders of magnitude slower than the undermentioned /azy approach to SMT [81]. The
widely successful lazy approach to SMT was introduced by Armando and Giunchiglia
in 1993 [3]. The basic idea is that of managing the search for a model via an existing ef-
ficient SAT algorithm, e. g., the DPLL algorithm, and delegating first-order reasoning to
an appropriate T-solver [4]. Accordingly, each atom of a formula F’ to be checked for
T -satisfiability is simply regarded as a propositional symbol, “forgetting” temporarily
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about the theory T'. In this sense, the boolean abstraction of F” is checked for proposi-
tional satisfiability by a SAT solver. If the SAT solver reports unsatisfiability, then F’ is
T-unsatisfiable. Otherwise, the SAT solver returns a propositional model M* of F’. This
model, a conjunction of literals, is checked by a T-solver. If it is found T-satisfiable,
then M* is a T-model of F’. Otherwise, the T-solver builds a clause C which precludes
M*. The clause C could simply be the negation of M*, but a smaller clause will lead
to a more efficient algorithm. Subsequently, the SAT solver is started again with F/AC
as input. This process is repeated until the SAT solver finds a T-satisfiable model or

returns unsatisfiable [81].

3.3 Selection of an SMT Solver for Semantic Robustness

Analysis of Statecharts

As mentioned in Chapter 1, the semantic robustness analysis of statecharts presented
in Section 5.3, is based on automated theorem proving, particularly the satisfiability
modulo theories problem. Accordingly, an SMT solver needs to be selected for this
purpose. Therefore, a thorough survey of today’s general-purpose SMT solvers—all
currently under active development—was conducted. A brief characterization followed
by a qualitative assessment of the considered tools is given below. On this basis, the

most suitability SMT solver is finally chosen for integration into the KIEL framework.

3.3.1 Overview of SMT Solvers

Of the tools presented below, UCLID is the only SMT solver that has not participated in
the first Satisfiability Modulo Theories Competition [10, 94], held in 2005, where SMT
solvers competed against each other in seven categories covering different quantifier-
free background theories. The categories are (1) uninterpreted functions, (2) real differ-
ence logic, (3) integer difference logic, (4) uninterpreted functions and integer differ-
ence logic, (5) linear real arithmetic, (6) linear integer arithmetic, and (7) arrays, unin-
terpreted functions and linear integer arithmetic. Not every tool necessarily competed in
every category, though. According to the competition’s organizers, each category com-
prised of approximately 50 SMT problems, ranging from “easy” to “hard.” The results
of the linear integer arithmetic category are shown in Figure 3.2 [11]. This category is

of particular interest w. r. t. the semantic robustness analysis of statecharts.
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Figure 3.2: Results of the linear integer arithmetic category at the 2005 Sat-
isfiability Modulo Theories Competition [11].

UCLID: Developed at Carnegie Mellon University, UCLID [18, 97] is the only (mod-
erately) successful implementation of an SMT solver that follows the eager approach
to SMT. The tool is capable of verifying formulae over equality and uninterpreted func-
tions and integer linear arithmetic. UCLID is implemented in Moscow ML as a stand-

alone decision procedure.

CVC Lite: In contrast to all other tools presented here, CVC Lite (CVCL) [8, 25]
determines the validity of a formula, not its satisfiability. The open-source C++ imple-
mentation of decision procedures for a subset quantifier-free first-order logic is being
developed by the Formal Verification Group at Stanford University and the Analysis
of Computer Systems group at New York University. As a second reimplementation,
CVC Lite supersedes the Cooperating Validity Checker (CVC) [99], which is in turn
the successor the Stanford Validity Checker (SVC) [9]. The tool combines decision
procedures for a multitude of theories including arrays, aggregate datatypes such as
records and tuples, real and integer linear arithmetic, and bit-vectors. Uniquely, CVCL
can be used in two modes: as a C/C++ library, and as a command-line executable (imple-
mented as a command-line interface to the library). CVC Lite participated in all seven
categories at the 2005 SMT competition [94]; scores were generally in the mid-field.
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DPLL(T): As part of the BarcelogicTools, DPLL(T) [7, 81] is developed at the Tech-
nical University of Catalonia in Barcelona. The tool’s modular implementation utilizes
a general DPLL(X) engine—a slightly modified implementation of the DPLL algo-
rithm [27, 28]—that is instantiated with a specialized theory solver 7. DPLL(7") makes
extensive use of the T-solver’s capabilities, using it a priori to guide the SAT solver to
a correct model. The highly efficient C-implementation currently supports difference
logic over the integers and reals, equality and uninterpreted functions, as well as combi-
nations of these theories. The tool won all four categories it participated in at the 2005
SMT competition [94].

MathSAT: MathSAT [17, 66], built on top of the MiniSAT [33] DPLL implemen-
tation, is a product of the Trentino Cultural Institute in Trento, Italy. The tool, pro-
grammed in C++, can decide the SMT problem for various background theories, includ-
ing equality and uninterpreted functions, linear arithmetic over the integers and reals,
as well as combinations of these. Contrary to most other SMT solvers, MathSAT ac-
cepts input formulae in non-clausal form, that may even include if-then-else constructs
over non-boolean terms. A pre-processor translates the formula into conjunctive normal
form in linear-time. At the 2005 SMT competition [94], MathSAT participated in six of

the seven categories, receiving average scores.

Yices: One of several SMT solvers developed at the Computer Science Laboratory of
SRI International (formerly the Stanford Research Institute), the prototype Yices [109]
performed surprisingly well at the 2005 SMT competition [94], coming in first in two
categories and second in the remaining five categories. Implemented in C++, the tool
decides satisfiability for real and integer linear arithmetic, equality and uninterpreted

functions, recursive datatypes, tuples and records, arrays, and lambda expressions.

3.3.2 Selection of SMT Solver

Table 3.1 provides an overview of the characteristics and availability of the aforemen-
tioned SMT solvers. In order to decide on the most suitable tool for solving the SMT
problems arising in the context of semantic robustness analysis of statecharts, the fol-
lowing considerations were made: The selected tool must integrate smoothly into the
KIEL framework, which implies executability on Linux as well as on Windows (cf.
Section 6.1). This immediately eliminates all solvers except DPLL(T) and CVC Lite.
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Table 3.1: Classification of SMT solvers

SMT Solver Approach Integer Real Linux Windows  Open-
Arithmetic ~ Arithmetic Source

Bin Lib Bin Lib

UCLID Eager - - - - -
CVCLite Lazy + + o+ +
DPLL(T) Lazy : + - -

MathSAT Lazy
Yices Lazy

+ + + + +
+ + + +

3
The executable expires after approximately two months.

Moreover, both of these tools are able to handle the required SMT discipline of dif-
ference logic over the integers and reals. Judging by the results of the 2005 SMT
competition [11, 94], it seems that DPLL(T), the tool that won all four categories it
participated in, is the clear choice. On the other hand, the benchmark assessment of the
SMT competition must not be mistaken for a universally valid metric for these tools,
though. In general, the interpretation of benchmarking data is extraordinarily difficult.
For example, in the case of the 2005 SMT competition, tools were ranked according to
their performance in solving difficult problems. In their report, however, the organizers
mention that in some categories the problems must have been easier than in others, con-
sidering the number of correct answers [10]. In judging the results, one should be aware

of the general difficulty of defining and identifying “hard” problems [22, 72].

Irrespective of such intricacies, great numbers of very small and simple SMT problems
must be solved in the present work. Accordingly, the call to the decision procedure
must be fast. Due to the minimal size of the arising problems, the actual time to decide
the satisfiability is almost negligible. Here, CVC Lite has the upper hand due to its
availability as a C/C++ library, allowing for efficient access. As KIEL is implemented in
Java, the library cannot be called directly, though, but only via the Java Native Interface
(JNI) [101], as presented in Section 6.2.

The finally deciding aspect, however, was that DPLL(T) is available only as an expiring
executable. Since new versions of the tool are subject to significant changes, mainte-
nance far beyond the scope of this thesis would be necessary. Accordingly, CVC Lite

emerges as the tool of choice, with the additional bonus of open-source availability.
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Chapter 4
Automated Software Error Prevention

The software engineering dream of error-free software delivered on time and within
budget is almost as old as software itself. In 2003, Hoare re-proposed the goal of au-
tomatically verified software as a grand scientific challenge! for computing, originally
suggested in 1969, but abandoned in the 1970s [48]. As automated software error pre-
vention is the main theme of the present thesis, this chapter is concerned with exactly
that topic: First, an introduction and disambiguation of style checking terminology
within the context of automated software error prevention are given. Following, the
state-of-the-art of style checking in textual computer programming is described, before

turning to style checking in statecharts.

4.1 Introduction and Disambiguation of Terminology

Software error prevention encompasses a number of different techniques designed to
identify programming flaws. It has thus become an important part of the certifica-
tion process required for (real-time) safety-critical systems, since the failure of such
systems—attributable to programming flaws—can often cause loss of human life or

property. Numerous times during such certification processes, it has been observed

'Grand challenges in science or engineering are proclaimed in order to distinguish certain projects
from the many other kinds of short-term or long-term research problems. A grand challenge “represents a
commitment by a significant section of the research community to work together towards a common goal,
agreed to be valuable and achievable by a team effort within a predicted timescale. ... A grand challenge
may involve as much as a thousand man-years of research effort, drawn from many countries and spread
over ten years or more” [48, page 63].
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Figure 4.1: Software Error Prevention and its branches.

that “reviewers spent much too much of their time and energy checking for simple,
application-independent properties, [distracting them] from the more difficult, safety
relevant issues,” in this case stated by Parnas [87, page 155] about the certification of a
nuclear power plant. The statement refers to human code reviews, which, though time-
consuming and highly dependent upon expertise and concentration, may sometimes
find conceptual problems that are impossible to detect automatically. Taking part of the
burden off the reviewers, as well as off the designers, and letting a computer perform
preliminary checks, is the rationale for automated error prevention. Expert knowledge

codified in tools is an additional benefit resulting from this automation.

Automated error prevention is commonly separated into dynamic and static meth-
ods [65], as outlined in Figure 4.1. Dynamic testing performs code evaluation while
executing the program and attempts to detect deviations from expected behavior; static
code analysis, on the other hand, performs an analysis of computer software without ac-
tual execution of programs, but by assessing source or binary files to identify potential
defects. It thus allows for statements about all possible program executions rather than
just one test-case execution. Moreover, while dynamic testing requires executable code,
static methods can be applied much earlier in the development process. Static code
analysis covers examinations ranging from the behavior of individual statements and

declarations to the complete source code of a program. Use of the information obtained
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from the analysis varies from highlighting possible coding errors to formal methods that
mathematically prove properties about a given program, e. g., that its behavior matches
that of its specification, commonly known as model checking. The primary application
area of static code analysis is the verification of safety-critical computer systems. It
is considered vital for defect detection during analysis and design. However, it should
always be used in conjunction with (and not as a replacement for) software testing, i. e.,
static code analysis is “necessary but not sufficient” [65, page 1]. It does certainly not
replace runtime access controls, systematic testing, careful security assessments, and a
solid high-level design [36].

Style checking, another aspect of static code analysis, is concerned with layout style, i. e.,
common appearance, as well as syntactic and semantic style. The later two are often
collectively referred to as robustness analysis (see below). Layout style and robustness
analysis are clearly distinguished within the realm of this thesis, as will be pointed out
in the sections to follow. Style checking always requires the syntactic and semantic
soundness of the code, as it typically contains guidelines on issues that do not directly
affect correctness, but rather try to reveal common sources of errors: If there are less
sources for errors, there should be less errors. Roughly 80% of the lifetime cost of a
piece of software goes to maintenance [102], and hardly any software is maintained for
its whole life by the original author. Therefore, style checking is especially important
in large software projects.

Robustness® analysis, as an important field of style checking, refers to “the process of
checking a design against a [defined] set of design rules, with the objective of eliminat-
ing certain types of errors and enforcing sound engineering practices™ [40, page 17].
Robustness rules limit the general range of a given modeling/programming language,
as they are entirely independent of what is being designed. By these means, a sub-
set of the programming language is specified which—though less comprehensive and
flexible—is considered to be also less error-prone [42, 75]. Hence, robustness analysis
is a preventive instrument and substantially draws from the knowledge and understand-

ing of software implementation flaws [36].

ZRobustness, from the Latin robustus, meaning oaken or strong, indicates a property of strength, vigor,
or firmness, or being of strong form or construction [34].

3This use of the word robustness must be clearly distinguished from other connotations, e. g., robust
control or robust design. Robust control aims at designing controllers so that they function correctly not
only for a well-known design model, but also for (real) systems, whose dynamics deviate within certain
boundaries from the dynamics of the model. Robust design, where robust may either describe robust data
structures or robustness checks of implementations, with the aim of retaining the proper functioning of
programs in the presence of hardware malfunctions and failures.

29



Automated Software Error Prevention

Coding standards, also called programming style guides, contain a list of rules used for
style checking which have been gathered from common sense and collective engineering
experience to describe conventions for writing source code in a certain programming
language. A coding standard commonly consists of a set of programming rules (e. g.,
“Do not compare two floating point numbers.”), naming conventions (e. g., “Classes
should start with capital C.”) and layout specifications (e. g., “Indent 4 spaces.”). The
development of coding standards is typically approached by first conducting a survey
of available source material (e. g., common programming experience), then filtering
and adapting the compiled information into rules, and finally subjecting the resulting
material to expert review and revision [cf. 76]. As rules are likely to originate from
subjective preferences, some of the contents of a style guide may only be advisory,
while some must be considered mandatory. Still, there are typically means by which the

programmer can indicate the he/she is aware of the rule, but is infringing it intentionally.

To automate style checking, specialized code checking tools have been developed. Such
tools analyze whether a piece of software adheres to a certain coding standard. Code
checkers are commonly employed as the number of rules in a coding standard is usually
too large for anybody to remember. Moreover, some context-sensitive rules demand
inspection of several files at once and are thus very hard to check for humans. Although
code checkers can reduce formal code review time considerably, it certainly does not

mean that human code reviews are obsolete.

Several characteristics can be applied to distinguish available code checkers [104]:

Possibility to define new rules: Code checkers do not necessarily fully cover propri-
etary coding standards. As a consequence, it should be possible to define new
rules, either via an API (complex to use, but powerful) or a graphical user inter-

face (easy to use, but limited).

Integration in programming IDE: As most end-users of code checkers are software
engineers, the code checker should fit smoothly into the used programming envi-

ronment, preferably running in the background at all times.

Presence of command-line version: In order to be able to integrate the code checker
into the software development process and/or into the programming IDE (if no

immediate plug-in is available), the checker should be command-line based.

High performance: Code checkers inherently perform a thorough, hence time-con-
suming, syntactical and semantical analysis of source code. However, high per-

formance is a key issue in end-user acceptance.
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4.2 Style Checking in Textual Computer Programming

In classical, i. e., textual, computer programming, style checking has long found its way
into the software development lifecycle. A multitude of coding standards and related
code checking tools exits. Drawing from this large body of work, an exemplary selection

of coding standards and checking tools is discussed in the following.

4.2.1 Coding Standards

Since programming style is often dependent on the actual choice of programming lan-
guage, different coding standards exist for different programming languages. The most
commonly applied coding standards for C include NASA’s C Style Guide [29], MISRA’s
Guidelines for the Use of the C Language in Critical Systems (MISRA-C:2004) [75], and
The Ten Commandments for C Programmers [98]; Java’s dominant coding standard are
Sun’s Code Conventions for the Java Programming Language [102]. Figure 4.2 roughly
classifies these standards according to their emphasis of layout style vs. robustness—a

major distinction within style checking, as introduced in Section 4.1.

C Style Guide: The C Style Guide [29] contains recommended practices and advice
on style for programmers using the C language. These guidelines are based on gener-
ally recommended software engineering techniques, industry resources, and local con-
ventions. They offer preferred solutions to common C programming issues, illustrated
through examples of C code. The document recommends a style for writing C programs,
where code with “good style” is defined as that which is “organized, easy to read, easy

31



Automated Software Error Prevention

to understand, maintainable, [and] efficient” [29, page 1]. Guidelines for organizing the
content of C programes, files, and functions are provided and the structure and placement

of variables, statements, and comments is discussed.

Guidelines for the Use of the C Language in Critical Systems: MISRA C [75], first
published in 1998 with a strong focus on the automobile industry and later extended to
cover a more general scope of safety-critical system development [75, 76], is the British
Motor Industry Software Reliability Association’s style guide for the C programming
language, currently containing 121 required and 20 advisory rules on programming
style, i. e., forbidden layouts and allowed code structures, restrictions on which syn-
tactic items of C should be used, stringent type checking rules, as strong typing is not
part of C, but may help maintain a clearer design, and restrictions on ambiguous struc-
tures that can be subject to compiler interpretations and mistakes. Overall, these rules
are aimed at three important aspects of the code, namely portability, reusability, and
testability. Due to their comprehensiveness and maturity acquired over the past decade,
the MISRA rules have become the established standard for the development of safety-

critical systems all over the world.

Ten Commandments for C Programmers: Even the hacker community has estab-
lished its own set of coding conventions, the slightly quirky 7en Commandments for C
Programmers [98]. In a list of ten rules, good programming standards in C are com-
piled, involving suggestions such as the usage of Lint (see below), avoiding null point-
ers, correct type casting, and so on. Albeit its queer appearance, the establishment of the
standard illustrates the importance of sound programming practices even in the realm of

freelance and open-source programming.

Code Conventions for the Java Programming Language: Sun’s Code Conventions
for the Java Programming Language [102] are the conventions that the inventors of
Java recommend for all programmers. The brief document contains rules on filenames,
file organization, indentation, comments, declarations, statements, white space, naming
conventions, programming practices, and also includes an example of “good” code.

Although others exist, these conventions have established themselves over the years.
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Figure 4.3: Classification of code checking tools according to their emphasis

of layout style vs. robustness.

4.2.2 Code Checking Tools

Akin to coding standards, most code checking tools are programming language-specific.
Available code checkers for C include Lint [52] (Sun Microsystems), its extension
LCLint, now known as Splint [36] (University of Virginia), and QA MISRA [91] (Pro-
gramming Research). Code checkers for Java are the open-source projects Jlint [6] and
Checkstyle [20]. Figure 4.3 roughly classifies these code checkers according to their

emphasis of layout style vs. robustness.

Lint and Splint: Originally developed and released in 1979 as part of Bell Labs’
UNIX operating system, Lint [52] is nowadays distributed and maintained by Sun Mi-
crosystems. Lint extensively examines the source code of C programs for consistency
and plausibility. According to the authors, Lint is intended to “encourage better code
quality, clearer style, and may even point out bugs” [52, page 4]. Today, Lint has been
superseded by is extension Splint [36], which comes with its own, extendable set of
coding rules. Originally designed as a command-line tool, Splint can be efficiently in-
tegrated in state-of-the-art programming IDEs. In particular, the tool checks for unused
variables, functions, function arguments, and return values, as well as uninitialized vari-
ables and unreachable fragments of code. It also enforces the type checking rules of C

much more strictly and across file boundaries than most compilers.

Lint was introduced at a time when computing power was a rather limited resource.
Compilers were designed with the supreme goal in mind to quickly produce fast code.
The compilers were fast because they did not perform much checking, and the code was
fast because the compilers did not generate many run time checks. Using Lint, program-
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mers, for the first time, were able to protect themselves against producing error-prone
code. Nowadays, many of the mentioned checks can be done by a modern compiler, if
the user so desires, e. g., gcc -Wall [37]. However, even today, a compiler is supposed
to rapidly generate efficient code. Therefore, the compiler definitely should not do too
much checking at compile time and should also not generate too many run-time checks.
Furthermore, the compiler checks are neither customizable nor extendable. For exam-
ple, gcc -Wall issues no warning for a statement such as a[i] = b[i++], where the

execution order is undefined. Rather, it is Lint’s job to do so.

QA MISRA: As part of Programming Research’s static analysis toolkit, QA
MISRA [91] is a powerful, commercially developed, and industrially adopted solu-
tion for MISRA C compliance checking. The tool analyzes source code and detects
constructs, which do not comply with the MISRA C rules. Rule violations are clearly
identified in annotated source code. Warning messages usually include a suggestion of
alternative MISRA compliant code as well as a cross-reference to the definition of the
infringed rule. QA MISRA further allows users to tailor or add checks appropriate to
individual company standards or other conventions. The tool, however, cannot be used

outside of Programming Research’s proprietary IDE.

Jlint:  Jlint [6] performs syntactic checks and dataflow analysis on Java bytecode. The
tool also builds a lock graph in order to find possible deadlocks in multithreaded ap-
plications. It is easy to run from the command-line or from within many programming
IDEs, and it is very fast to execute. Jlint’s downside is that its rule-set cannot easily be

expanded.

Checkstyle: The extremely adaptable tool Checkstyle [20] efficiently verifies Java
source code against any given or personal coding standard, naturally including Sun’s
Java code conventions. New rules can easily be added and flexibly managed. A com-

mand-line version as well as plug-ins for all common programming IDEs are available.

4.3 Style Checking in Statecharts

Statechart style checking is much less developed and less sophisticated as compared
to style checking in textual computer programming. In modeling and analysis of the

34



Style Checking in Statecharts

dynamics of (safety-critical) reactive systems, it is, however, all the more important
that models are designed according to approved rules. This achieves not only a homo-
geneous modeling and layout of statecharts within projects, but also ensures that best
practices, tool specific optimizations, and domain or company specific conventions are
observed. Checking these rules automatically, the developer can be released from iden-
tifying oversights and simple syntactic or semantic errors and, additionally, the model
transfer between various CASE tools can be simplified [43, 58, 59, 78, 80].

Although the commercial statechart modeling tools, Esterel Studio, MATLAB Simu-
link/Stateflow, and Statemate, have been supplemented with a number of consistency
checks, Mutz and Huhn [80], von Hanxleden [43], and Kossowan [58] point to the
following main deficiencies in style checking capabilities of statechart modeling tools:
(1) Analyses are tool-specific. (2) Analyses are inalterable, i. e., rules are neither ex-
tendable, individually selectable, nor parametrizable. Thus, the user has to adhere to
the set of rules as implemented in the tool. (3) The scope of the rules checked by
tools varies from rudimentary analysis to advanced model checking. (4) In Esterel Stu-
dio, for example, checking cannot be invoked explicitly, but is part of the simulation
or code generation. Moreover, certain checks cover merely those parts of the state-
chart that are actually reached by the control flow of the current simulation (non-static
analysis). These shortcomings motivated many large industrial companies, where state-
charts have long become an integral part of software development, to devise team- and
domain-specific pattern collections in an effort to harmonize solutions for prevalent de-
sign problems [80]. Three such collections and four appendant checking tools are briefly
characterized below. These checking tools as well as the style checker developed within
the context of this thesis, the KIEL Checking plug-in, are roughly classified according
to their emphasis of layout style vs. robustness in Figure 4.4.

Mint: The commercial MATLAB Simulink/Stateflow add-on Mint [93], distributed by
the Ricardo Company, checks the style guide of the MathWorks Automotive Advisory
Board (MAAB) [67]. The more than 100 MAAB rules, developed by Ford, Daimler
Benz (now DaimlerChrysler), and Toyota in the late 1990s, primarily aim at achieving a
consistent look-and-feel, enhancing readability, and avoiding common modeling errors.
The rules go as far as specifying a certain background color for the Simulink environ-
ment and even give advice on project and model filenames. A few simple robustness
rules regarding, e. g., the scope of events, are also part of the checks. Mint features an
interactive GUI frontend as well as an open API which allows for additional custom
checks. The MAAB rules as well as Mint are specific to the MathWorks tool suite.
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Figure 4.4: Classification of statechart style checking tools according to

their emphasis of layout style vs. robustness.

Guideline-Checker: Intended as a no-cost/academic alternative to Mint, the Guide-
line-Checker results from a cooperation between DaimlerChrysler and the University of
Applied Sciences in Esslingen [77]. The checking tool, which is based on the MAAB
rules and coded in MATLAB, emphasizes modifiability and extensibility of the rule set.
However, existing checks can only be modified and new ones added by directly manip-
ulating the MATLAB code. Although the checked rules are individually selectable, they
cannot be parametrized at runtime. The range of the Guideline-Checker is currently
constricted to the most trivial checks, e. g., “A [state] name does not include a blank,” or
“A [state] name consists of [at least] 3 characters” [77, page 26]. Sightly more compli-
cated rules, e. g., the uniqueness of state names, cannot be checked automatically. It has
been further criticized that the tool only applies to the MathWorks family, with function
queries and access to the internal representation mixed up [80].

State Analyzer: The State Analyzer, also developed within DaimlerChrysler’s R&D,
is a prototypical software tool to check the “determinism” of statecharts [41, 58]. Per-
forming an automated robustness analysis of requirements specifications, the tool ver-
ifies that for every state, the predicates (trigger and condition) of multiple outgoing
transitions are pairwise disjoint. The approach for detecting non-determinism employs
automated theorem proving (see Chapter 3), i. e., proving the satisfiability of a formula
consisting of the conjunction of each pair of transition predicates. More specifically, the
tool tests whether there is a pair of transitions which may be enabled simultaneously.
For this automated consistency analysis, the Stanford Validity Checker (SVC), an off-
the-shelf theorem prover (as discussed in Section 3.3), is employed. The consistency
check, thus, necessitates that the Statemate transition labels are transformed to SVC
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syntax. The tool is described to require only minimal effort to get familiar with, to scale
well to large models, and its analysis results to be compositional, as results from the

analysis of one subsystem are not sensitive to modifications of other subsystems.

Rule Checker: At the Technical University Braunschweig, Mutz and Huhn have de-
veloped a tool for the automated analysis of user-defined design rules for UML state ma-
chines, which can handle statechart models created by various UML modeling tools [79,
80]. They pursue an analysis based on the Object Constraint Language (OCL) [82],
which they use to formulate rules and queries independent of the underlying data struc-
ture. This advantage is, however, bought at the cost of not being able to address graph-
ical information. Hence, using OCL, it cannot be analyzed, e. g., whether the initial
state is located in the upper left corner of a statechart. Rules pertaining to graphical
information must, therefore, be implemented directly in Java. Specifically, the tool is
capable of checking rules from the following four areas: (1) consistency rules, i. e., rules
that verify the syntactic and semantic correctness of statecharts; (2) modeling rules, i. e.,
rules that address the positioning of states and labels, the layout and direction of transi-
tions, and other aspects to improve homogeneity and readability; (3) compatibility rules,
i. e., constraints that secure the exchange of models between different development en-
vironments; and (4) dialect-specific rules, as some dialects support intrinsic modeling

constructs.

Due to the UML standard, the tool allows to import and export statecharts in the XML
Metadata Interchange (XMI) format [83]. The user can configure the rule checker ac-
cording to his/her needs by activating, deactivating, and parametrizing nearly 100 de-
sign rules. The tool then informs about problems and rule violations. New rules can be
added either in Java or OCL, allowing for checks of widely accepted “best practices” as
well as individual preferences on different statechart notations. Models can be analyzed
with respect to their conformance to a standard and their compatibility to other CASE
tools. Additional functions of Mutz and Huhn’s tool include a tree-like representation of
statecharts, advanced error and exception handling, automated and configurable report
generation, a dynamic manual, and mechanisms for rule declaration and parametriza-

tion.

In summary, none of the presented tools entirely lives up to expectations. The two tools
developed at DaimlerChrysler as well as Ricardo’s Mint all address only a single state-
chart dialect. Mint, the Guideline-Checker, and the Rule Checker merely perform graph-
ical and—partly trivial—syntactic checks, but not profound semantic checks which re-
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quire automated theorem proving as realized in the State Analyzer. However, semantic
checks are particulary important since they eliminate possible non-trivial sources of er-
ror, which are very hard to discern for humans. Thus, the semantic checks, put forth
in the next chapter of this thesis, aspire to fill the gap. The positioning of the KIEL
Checking plug-in within Figure 4.4 further emphasizes this intention.
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Chapter 5

A Proposal for Style Checking in
Statecharts

Building on the aforementioned theoretical foundation, practical know-how, and avail-
able prototypes, this thesis set out to define a comprehensive statechart style guide,
striving at applicability to all statechart dialects, present and future, within the limits
of the UML state machines specification. Further, a corresponding automatic checking
framework was implemented as part of the KIEL [55] statechart modeling tool, assuring

flexibility and independence from any particular modeling tool.

As Buck and Rau correctly notice, it is essential that software developers recognize a
style guide “as a means of support rather than a burden or evil management scheme to
limit their freedom and suffocate their creativity” [19, page 22]. In order to promote
acceptance, Buck and Rau give the following recommendations on formulating style

guide rules:

Clarity: The meaning and motivation of all guidelines must be understand-

able for all developers.

Minimality: Each guideline should only cover one aspect to facilitate con-

formance testing and limit the rippling effect of guideline-changes.

Consistency: The whole set of guidelines must be consistent, i. e., adher-
ing to guideline A must not lead to breaking guideline B. Where mutu-
ally exclusive guidelines exist they should be clearly marked as such.
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This advice was followed in formulating the robustness rules for statecharts described
below. First, however, a well-structured taxonomy for style checking in statecharts is

Consensus: Guidelines must not be imposed as laws from upper manage-
ment. Instead, the developers should be involved in their definition

and/or the tailoring process (see “Adaptability”).

Flexibility: Guidelines can only try to capture “best practices” that apply
to the majority of cases. Thus, it must be possible to deviate from

them in well-justified cases.

Adaptability: Every project has slightly different needs. Therefore, it must
be possible to tailor project specific guidelines from a generic set. To
facilitate this, the scope, priority and dependencies between guidelines
must be documented.

Stability: Guidelines must not be changed frequently. Otherwise, devel-
opers will need to spend excessive time to keep up with the changes

and update their work and eventually become frustrated.

Testability: Like requirements, guidelines are useless if conformance with
them cannot be tested, either manually in a review or automatically

using tools.

— Buck and Rau [19, page 22f.]

presented.

5.1 Taxonomy for Style Checking in Statecharts

In the general context of static code analysis, a clear and clean separation must be made
between syntactic and semantic correctness on the one hand and style checking on the
other hand. Figure 5.1 illustrates this contrast, which holds true not only for statecharts,
but for all areas of computer programming. On this foundation, as a first step toward

systematically devising an extensive style guide for statecharts, the following taxonomy,

also depicted in Figure 5.2, was laid down:

1 Syntactic Analysis: The enforcement of syntax-related rules does, in general,
not necessitate knowledge of model semantics. However, deriving the rule set

may require limited knowledge of model semantics, as is the case for items 1.2

and 1.3.
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Static Code Analysis

Style Checking

Figure 5.1: Distinction between correctness and style checking in the con-

text of static code analysis.

Style Checking
in Statecharts

Syntactic
Analysis

Semantic
Robustness

Syntactic
Robustness

Readability

Dialect-Independent Dialect-Dependent Dialect-Independent Dialect-Dependent
Rules Rules Rules Rules

Figure 5.2: Taxonomy for style checking in statecharts.
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1.1

1.2

1.3

Readability': Readability (or layout style) is the domain of classic style
guides. It aims at a graphical normal form, e. g., transitions connect states in
a clockwise direction, charts contain a limited number of states, transitions
do not cross each other, or transition labels must be placed so that the relation
between label and transition is clear and unambiguous [59].

Efficiency: Efficiency (or compactness, simplicity) eliminates superfluous
and redundant elements from the statechart model. This can be achieved
by applying optimizers to the model. A meta-language for formulating the

rules may be beneficial.

Syntactic Robustness: Syntactic Robustness aims at reducing errors due
to inadvertence and enhancing maintainability. Statechart dialect-dependent
and dialect-independent rules are differentiated; rules may be formulated in
OCL, as elaborated below.

2 Semantic Robustness: Deriving and enforcing semantic robustness rules re-

quires knowledge of specific aspects of the model semantics. In this case, a de-

scriptive language for formulating the rules, e. g., OCL, is less practicable. Exact

analysis typically requires the use of verification tools, e. g., reachability, disjunc-

tion of transition predicates, shadowing of (less-prioritized) transitions. Structure-

based heuristics may be beneficial as well, e. g., in checking for race conditions.

Statechart dialect-dependent and dialect-independent rules are differentiated.

As a whole, this taxonomy is suggested as a productive groundwork for systematically

devising an extensive style guide for statecharts. From hereon, the discussion focuses

exclusively on statechart robustness analysis, syntactic as well as semantic.

5.2 Robustness Rules for Statecharts

As mentioned before, robustness rules typically stem from collective engineering expe-

rience and common sense. Therefore, in the style of the MISRA C rules development

process [75], all available “raw” information, stemming from documented best-practices

and collective engineering experience, was filtered and adapted into rules; next, the re-

sulting rules were subject to peer and expert review and revision. In this sense, the

"Within the KIEL [55] statechart modeling framework, briefly introduced in Chapter 1, a readability
style guide and style check exist implicitly as part of the automatic layout functionality [57].
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bibliographic references mentioned in the finally evolved set of rules presented below

should be understood as mere sources of inspiration. Robustness rules are always built

on the assumption of syntactic and semantic soundness. Hence, rules regarding the

correctness of statecharts, e. g., the presence of exactly one initial pseudo-state in each

OR-state, are certainly not part of this set. Such rules are, however, often part of the

tools discussed in the previous chapter, which partly explains their self-praised sizable

number of rules. Moreover, robustness rules are divided into tool-independent and tool-

dependent rules. Tool-dependent semantic robustness rules do not exist at the moment

since the three statechart dialects considered in this thesis have rather closely related

semantics.

I. Syntactic Robustness Rules

Tool-Independent Rules

1

Departability: All non-final states should have at least one departing
transition [78].

Non-Emptiness: There should not be “empty” transitions, i. e., transi-
tions without trigger and condition, leading directly from one state to
another state [78]. If a statechart dialect contains a default signal that is
present at every instant, default transitions should be labeled with that

signal. If no such default signal exists, one should be defined.

Parsimony: All regions of an AND-state should contain at least one
sub-state in addition to the initial pseudo-state, and all OR-states should
contain at least two sub-states in addition to the initial pseudo-state [78].
Otherwise, such constructs merely introduce unnecessary levels of hi-

erarchy, spawning additional sources of error.

Reachability: There should not exist any isolated states, i. e., states
that have no incoming transitions [78]. Such states are unreachable and

should therefore be removed.

Uniqueness: The labels of all states should be unique [78]. Compre-
hension may be impaired, if sub-states of two different composite states

carry the same label.

Variable Initialization: System variables should be properly initial-
ized [43, 58, 59, 78]. As the environment of a system will continue to
change when the system is off-line, it is crucial that all variables are
initialized at system start-up. To illustrate the relevance of this rule,
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Leveson [61] describes a system controlling a chemical reactor that is
taken off-line for an update during the charging of the reactor. When
restarted, the system was not properly re-initialized and “assumed” the
reactor to still be in its last known state. This eventually led to an over-
charging of the reactor.

Tool-Dependent Rules

1 Connective Junctions I: In Stateflow, transition segments that lead

to a connective junction, should not have any condition actions, or the
connective junction must have a departing default transition [40]. Such
condition actions are evaluated even if none of the following transition

segments become active [68, pages 3-491.].

Connective Junctions II: In Stateflow, Connective Junctions should
not be used as they constitute an error-prone concept [40]. This rule, of

course, cancels out the previous rule.

II. Semantic Robustness Rules

Tool-Independent Rules

1 Dwelling: The predicates of incoming and outgoing transitions of a

state should be pairwise disjoint, or at least not completely overlap-
ping [43, 58]. This rule ensures that the system pauses at every state it

reaches. A state that is passed without stopping might be superfluous.

Transition Overlap: All transitions (directly or indirectly) outgoing
from a state should have disjoint predicates [43, 58]. If the predicates
overlap, a transition might be shadowed, and its target state might there-
fore be unreachable.

Write/Read Race Conditions, “Dirty Read”: In parallel states, there
should not be concurrent reading and writing of a variable [43, 58]. Un-
fortunately, Write/Read-Races are not detectable, in general. A very
conservative approximation is implemented in Esterel Studio: “If a
variable is written in a thread, then it can be neither read nor written

in any concurrent thread” [15, page 52].

Write/Write Race Conditions, ‘“Lost Update”: In parallel states,
there should not be concurrent writing of a variable [43, 58]. Here,

the same as stated above for Write/Read Race Conditions holds.
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As a next step toward an automatic checking framework, the rules were divided into two
sets: those rules that can be formally defined as constraints in OMG’s Object Constraint
Language (OCL)—to be subsequently translated to Java code, utilizing the Dresden
OCL Toolkit [31]—and those rules that cannot. The former set includes all syntactic
rules as these can easily be expressed as OCL constraints. On the other hand, semantic
robustness rules, in general, cannot be expressed entirely as OCL constraints because
checking a statechart w.r.t. these rules typically requires extensive knowledge of the
model semantics and even automated theorem proving, as explained below. In particu-
lar, the Dwelling check and the Transition Overlap check cannot be specified using OCL
constraints alone; additional Java code is needed for formulating the required theorem-
proving queries and sending them to an outside tool for analysis. The premise of using
OCL in conjunction with Java, however, entails many complications, outweighing the
gains of using OCL in the first place. Moreover, the intricate, global scoping of the
Race Conditions check, makes it impossible to formulate this check in OCL, where a
clearly defined scope is indispensable. Accordingly, these three checks are implemented

directly in Java code.

The author is well aware that a twofold rule-handling—1Java code on the one hand and
OCL constraints on the other hand—Ieads to drawbacks in maintainability and uniform
extendability of the checking framework. However, accepting these deficits, facilitates a
vast range of automatic checks, while at the same time achieving a highest-possible level
of abstraction in implementing the checks. Whereas the implementation of the syntactic
checks is subject of a separate, but closely related diploma thesis [13], the specifics
of automated semantic robustness analysis of statecharts are hereafter illuminated in
detail.

5.3 Semantic Robustness Rules for Statecharts

As introduced in Section 4.1, robustness rules for statecharts seek the definition of a
less error-prone subset of this powerful modeling paradigm. This section provides a
semi-formal specification and in-depth description of the semantic robustness rules put
forward in the previous section. All examples depicting partial statecharts have been
modeled and laid out using KIEL. For these particular rules, transitions are always con-
sidered pairwise. Thus, let frans; and trans; be the two transitions under investigation.
The label of trans; is l;, which consists of an event expressions e;, a condition expres-

sions ¢;, and action expression a;, where i € {1,2}.
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5.3.1 Dwelling

The Dwelling rule ensures a system’s capability to pause at every state it reaches. A state
in which the system cannot pause is not in accordance with the definition of a state as
given in Section 2.1. Reaching a state due to the occurrence of an event and later leaving
the state due to another occurrence of the same event certainly represents impeccable
behavior (Figure 5.3a). However, reaching a state and instantly leaving it due to a single

occurrence of an event constitutes a potential modeling error (Figures 5.3b and 5.3c¢).

(a) Non-transient state.

(b) Transient state.

(c) Transient composite state.

Figure 5.3: Semantic robustness rule Dwelling.

In order to determine if a Dwelling violation exists at a state, all incoming transitions
and all “immediate” outgoing transitions (in Figure 5.3 denoted by Esterel Studio’s #)
are evaluated pairwise. A Dwelling violation exists if the event expression and condition
expression of incoming transition ¢rans| are disjoint from the respective expressions of
outgoing transition trans,. Technically, the satisfiability w. r. t. the theory of booleans in

combination with linear integer and real arithmetic of the formula

((61/\C1)/\(€2/\C2)) (1)

must be determined. Satisfiability of the formula implies that the predicates of trans
and trans; are not disjoint, i. e., a Dwelling violation is on hand. Such a violation may
be eliminated by simply adding the negation of the predicates of one transition to the
predicates of the other transition, e. g., frans, remains unchanged, but the predicates
of trans) are augmented by —e; and —c; to yield (e; A —ep) for the event expression
and (c; A —cy) for the condition expression. Other solutions are certainly conceivable.
Ultimately, the modeler must decide if and how to resolve the situation.
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5.3.2 Transition Overlap

Ensuring that the predicates of two transitions departing from a state have disjoint pred-
icates warrants that at most one transition is enabled at any time. This leads to guaran-
teed deterministic behavior independent of transition priorities, thus reducing the risk
of errors otherwise easily introduced as part of an incremental modeling or remodeling
process. The rule applies to simple and composite states as well as all pseudo-states
with more than one departing transition, as shown in Figure 5.4. Although requiring
considerable computational complexity, outgoing transitions must be considered pair-
wise, in order to identify two overlapping ones. Technically, checking this rule is similar
to checking the previous rule. In this case, the satisfiability of Formula (1) indicates the
overlapping of the predicates of transitions trans; and trans;. As above, a possible
solution may be obtained by adding the negation of the predicates of one transition to
the predicates of the other transition. Again, the modeler must decide on the correct

resolution on a case-by-case basis.

(a) Simple state with overlapping transi- (b) Composite state with overlapping tran-
tions. sitions.

(c¢) Conditional pseudo-state with overlap-

ping transitions.

Figure 5.4: Semantic robustness rule Transition Overlap.

The strict enforcement of this rule, however, has the side-effect of eliminating the con-
cept of a default transition that is always enabled, but only taken when no other transi-
tion is enabled. This occurs because a transition with empty predicates always overlaps
with any other transition. Therefore, as shown in Figure 5.5, a single default transition
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without trigger and condition is allowed for every state and pseudo-state, but only if this

transition has the lowest priority of all transitions.

(a) Unlabeled transitions with lower prior- (b) Unlabeled transitions with higher pri-
ity are allowed. ority should be avoided.

Figure 5.5: Semantic robustness rule Transition Overlap: applicability to de-

fault transitions.

In addition to transitions departing directly from a state, transitions departing from an
enclosing state may also be enabled. Depending on the statechart dialect, such indirectly
departing transitions have higher or lower priority than directly departing transitions. In
any case, the situation depicted in Figure 5.6 must be regarded as an infringement of the
Transition Overlap rule. However, this strict interpretation of the rule might disturb the
“abort” mechanism represented by indirectly departing transitions with higher priority.
Hence, whether such transitions are considered in the automatic checking of this rule is
configurable.

SR
Composite State

b
a

- —————

Figure 5.6: Semantic robustness rule Transition Overlap: applicability to

“indirectly” outgoing transitions.

Transitions ending in a conditional connector, as shown in Figure 5.7, present another
special case. Such transitions must be pursued in all possible directions until a regular
state is reached. Accordingly, the satisfiability of the formula

<((el/\cl)/\(ec/\cc)> /\(62/\C2)) (2)
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must be determined, where e, and ¢, represent the event and condition expressions,

respectively, of the transition segment departing from the conditional connector.

Figure 5.7: Semantic robustness rule Transition Overlap: applicability to

transitions ending in a conditional.

5.3.3 Race Conditions

As in any other programming language, race conditions also pose a potential source of
errors in statecharts. Two different forms of race conditions exist: write/read races, so
called “dirty reads”, and write/write races, so called “lost updates.” Since, in general,
neither of these are detectable, the following conservative approximation, as imple-
mented in Esterel Studio, is adopted here: “If a variable is written in a thread, then it
can be neither read nor written in any concurrent thread” [15, page 52]. Such behavior
is shown in Figure 5.8.

ANDState ANDState
| |
I I
1 1
I I
/ x:=1 : / x:=2 / x:=1 : [x > 0]
| |
| |
\ ! ) \ ! )
(a) Write/Write race condition. (b) Write/Read race condition.

Figure 5.8: Semantic robustness rule Race Conditions: applicability to vari-

ables.

For the valued signals of Safe State Machines, circumstances are similar, as depicted in
Figure 5.9. However, if a valued signal is declared as a combine signal, the situation in
Figure 5.9a does not constitute a “lost update.” The value of a combine signal is much
rather updated according to a declared associative combine operation (addition, multi-
plication, or any associative user-defined operation). For the example in Figure 5.9a and
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addition as the combine operation, this means that signal a is emitted with the value 3,

not 1 or 2.

( ANDState ) ( ANDState )
I I
I I
1 1
I I

wam | wam /a(1) | [7a > 0]

| |
| |

\ ! J |\ ! J

(a) Write/Write race condition. (b) Write/Read race condition.

Figure 5.9: Semantic robustness rule Race Conditions: applicability to val-

ued signals of Safe State Machines.

In the examples shown in Figures 5.8 and 5.9, the existence of a race condition is always
clear and unambiguous. Due to the aforementioned approach, however, also cases where
it is unclear if a race condition is on hand, as in Figure 5.10a, and even certain race-free
cases, as in Figure 5.10b, are flagged. This is a result of the conservative structure-based

heuristic of this robustness rule.

( ANDState ) ( ANDState
i i
1 1
1 1
1 1
1 1
1 1
1 1
1 1
i| BL | B1
) e J
1 1
Al [ Al [
! Y | ¥
T o— Tom———
1 1
a/x=11] B2 /x=1!| B2
1 : Y —"
1 1
A2 | b/x:=2 A2 i | x:=2
| Y | Y
1 1
i| B3 E
1 1
\ | ) \ ! y,

(a) Ambiguous case of a write/write race (b) Race-free case that is marked to have a
condition. write/write race-condition.

Figure 5.10: Semantic robustness rule Race Conditions: applicability to am-
biguous cases of parallelism.

Finally, the check is not only applicable to transitions that are directly parallel, i. e.,
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within neighboring regions of the same AND-state. Ascending and descending to all
levels of hierarchy, the check also applies to cases such as the one depicted in Fig-
ure 5.11.

ANDState

r

ANDState

~

\ J

Figure 5.11: Semantic robustness rule Race Conditions: applicability to par-

allel transitions at all levels of hierarchy.
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Chapter 6
The Implementation

The objective of this thesis was the development and implementation of an automated
semantic robustness analysis of statecharts. After establishing the necessary theoretical
ground, Chapter 5 provided a thorough definition of statechart robustness rules. Subse-
quently, this chapter presents the implementation of a tool for performing an automated
semantic robustness check on statecharts. The tool is designed to adhere to the follow-
ing constraints: modularity, extendability, and customizability of the rule set; and clear
distinction of semantic robustness rules from correctness rules and syntactic robustness

rules. Before turning to this, however, a brief overview of the KIEL framework is given.

6.1 The KIEL Framework

As already outlined in Chapter 1, KIEL is a software for the modeling and simulation of
statecharts. The tool’s main goal is to enhance the intuitive comprehension of the behav-
ior of the system under development by providing an innovative dynamic visualization

of the statechart simulation [89].

KIEL is implemented in Java (Standard Edition, Version 1.4.2 [100]); it can be compiled
and executed both on Linux and on Windows XP. As shown in Figure 6.1 and briefly
characterized below, KIEL consists of several independent components with well de-
fined interfaces [56], which have largely been developed within the scope of student

projects and diploma theses.

DataStructure: Represents a statechart’s topology.
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Browser

FlleInterface

Figure 6.1: The components of K/EL and their conceptual interaction.

Browser: Controls the simulator and displays the statechart simulation [108].
Checker: Checks statecharts w.r.t. a modeling style guide—the focus of this thesis.
Editor: Enables the user to create new charts and modify existing ones [64].

FileInterface: Enables import and export of statecharts and simulation input
data of several modeling tools [107].

Layouter: Provides different layout algorithms for the automatic layout of state-
charts [57].

Simulator: Performs the simulation of models of various statechart dialects [84],
currently Esterel Studio and Stateflow.

KielFrame: Provides KIEL’s main window and separates all components of the
program from each other to warrant modularity. KielFrame encapsulates the
Checker, the FileInterface, the Layouter, and the Simulator. No mod-
ule calls methods of another module directly; KielFrame methods are called

instead.

The tree data structure that represents a statechart’s topology and the automatic layout
mechanism that generates graphical views of the statechart form the foundation of KIEL.
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Checking

Correctness b
Semantic robusthess ¥ Start Checking Alt-E

Syntactic robusiness ¥ o TransitionOverlapCheck

¥ RaceConditionCheck
¥ DwellingCheck

Figure 6.2: Screenshot of KIEL’s Checking menu.

The strict separation of topological and graphical information is the key to KIEL’s au-
tomatic layout capability and its support of multiple different layout algorithms. This
powerful feature, in turn, facilitates a dynamic focus and context during statechart simu-
lation as well as the possibility to edit statecharts based on their topology. The automatic
layout further eliminates the need for an explicit layout style guide for statecharts. The
Checking plug-in developed within this thesis operates directly on the data structure
and sends its results to KielFrame for display. In addition to a graphical user inter-
face (GUI), a command line version of K/EL exists, capable of rendering and exporting,

optimizing, and checking statecharts.

6.2 The KIEL Checking Plug-In

The semantic robustness checks are realized as part of the Checking plug-in for the KIEL
framework. The Checking plug-in provides the underlying infrastructure and utility
methods needed for checking a statechart. Special care was taken to lay the ground for
an arbitrary number of further checking packages, such as syntactic robustness checks
or correctness checks. The individual checks are implemented as separate Java classes
(Appendix A.3), extending a common base class (Appendix A.2.1). Checks are com-
piled into Java Archives (JARs), one JAR for each package of checks. In turn, the
checks are dynamically loaded from the JARs when KIEL is started (Appendix A.2.2).
Following the Visitor design pattern, all checks of a package are carried out on demand
in a single depth-first traversal (Appendix A.2.3) of the abovementioned K/EL tree data
structure. As show in Figure 6.2, checks may be individually enabled and disabled.
Moreover, for each statechart dialect, a user-configurable default checking profile ex-
ists, specifying which checks are initially enabled and which are disabled.

As outlined in Section 5.3, an automated theorem prover is required for performing the
semantic robustness checks. The open-source tool CVC Lite has been selected for this
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communication

via standard I/O

Figure 6.3: Outline of KIEL Checking plug-in communicating directly via
standard I/O with CVC Lite executable.

KIEL Checking
Plug-In

purpose (cf. Section 3.3). After compilation, CVC Lite is available as a stand-alone exe-
cutable and also as a shared-object C++ library. Using the executable is straightforward,
as shown in Figure 6.3, but requires error-prone and time-consuming argument passing
via standard I/O. In addition, CVC Lite’s output must be parsed for interpretation. Al-
ternatively, the CVC Lite library can be integrated into K/EL’s Java framework using
the standardized Java Native Interface (JNI) [101]. As it could not be known ahead of
time whether calling the CVC Lite library via JNI or communicating directly with the
executable via standard I/O is more efficient, both possibilities have been implemented.

Concluding performance issues are discussed below in Section 6.3.

The Java Native Interface enables Java programs to call native methods written in C or
C++. Reasons for incorporating native methods generally include timing constraints,
reuse of existing native code, and platform-specific tasks. Three conceptually different

approaches to utilizing native code via JNI exist:

Native code modification: Modifying the native code to be in accord with the JNI
naming scheme and augmenting two JNI pointer arguments to each method dec-

laration; declaring native methods on the Java side.

Wrapper implementation: Manually implementing native wrapper methods to avoid
modifying the existing native code; implementing Java wrapper methods to avoid
declaring native methods on the Java side. By doing so, native methods may be
used from within Java just as if they were Java methods.

Wrapper generation: Auto-generating native wrapper methods as well as Java wrap-
per methods.

In case of CVC Lite, modifying the native source code is not feasible, simply due to the
great size and complexity of the tool. Moreover, implementing native and Java wrappers
manually is quite a tedious and error-prone task, especially on a large scale, as required
for CVC Lite. Therefore, the open-source Simplified Wrapper and Interface Generator

56



The KIEL Checking Plug-in

(SWIG) [103] was employed. SWIG generates wrappers and interface files enabling
the use of native methods from within many programming languages, including Java.
The Java and C++ JNI wrappers, in this case, are produced from CVC Lite’s annotated
C++ header files, as shown in Appendix A.1. The complete SWIG workflow as well as
the conceptual hierarchy of wrapper layers around the CVC Lite library are shown in
Figure 6.4.

To perform the required satisfiability checking addressed in Section 5.3, the statechart
transition predicates must be decomposed into their components and those components
transformed from KI/EL syntax to equivalent CVC Lite syntax. This is done by recur-
sively parsing the transition predicates in order to form appropriate satisfiability queries.
Depending on whether the CVC Lite library or binary is in use, a nested tool-specific
expression is built for the library, while a lengthy string is concatenated for the binary
(Appendix A.4). However, as mentioned in Section 3.3, CVC Lite does not determine
the satisfiability of a formula, but rather its validity. Thus, the negation of Formula (1),
derived in Section 5.3, is passed to CVC Lite. Iff this formula is found to be not valid,

then the original Formula (1) is satisfiable.

The results of the semantic robustness checks are either displayed as a table on the
Semantic Checker tab of KIEL’s GUI or as a textual description on the command line.
When working with the GUI, individual or multiple messages may be selected with
the mouse or keyboard (multiple interval selection [100]). For each selected message,
the pertaining states and transitions are highlighted in the statechart above, as shown in

Figure 6.5.

During the entire implementation process, only minor problems were encountered. One
unsolvable technical predicament, however, regrettably entails the impossibility of uti-
lizing the CVC Lite library when working on Windows XP. Here, CVC Lite cannot be
compiled directly as it depends on several unavailable POSIX functions. With the aid
of Cygwin’s POSIX subsystem [26], however, compilation is straightforward. Unfortu-
nately, native libraries depending on Cygwin cause the Java Virtual Machine (JVM) to
crash when it tries to load such a library. This behavior is documented [49] and arises
because the bottom-four kilobytes of the JVM’s stack are overwritten by Cygwin. The
incompatibility exists since version 1.5.5 of Cygwin’s POSIX subsystem and occurs
with all JVM versions. As a result, the CVC Lite library cannot be employed on the
Windows platform, and thus, only the CVC Lite binary is available.
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CVCL header files

| manual
| annotation

y

SWIG interface
definition file

KIEL Checking

gcc

communication
through JNI
Java wrapper classes < > wrapped CVCL
for CVCL libraray, JNI enabled

(a) Outline of the SWIG workflow, including the link-up of the CVC Lite library to the KIEL Check-
ing plug-in.

Java Wrapper Classes

Java Native Interface (JNI)

(b) Conceptual diagram of the hierarchical composition of
wrapper layers around the CVC Lite library.

Figure 6.4: Interfacing of KIEL and the CVC Lite library via JNI and SWIG.
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Figure 6.5: Results of the semantic robustness analysis displayed in KIEL’s

graphical user interface.
6.3 Performance Analysis

To quantitatively assess the efficiency of the automatic conformance checking of the se-
mantic robustness rules, the checks were applied to a number of pertinent examples. The
examples were largely taken from the Estbench Esterel benchmark suite [21] and the
Columbia Esterel Compiler distribution [32]. In order to apply the checks, the Esterel
programs were transformed to equivalent Safe State Machines using KIEL’s Esterel
transformation [90]. Without any further optimization, this transformation generally
yields statecharts with a large number of graphical elements (states, pseudo-states, tran-
sitions, etc.), well-fit for a performance analysis of the checking framework. In addition
to these “artificial” examples, which were mainly chosen to assess the scaling of the
checking run-time, manually created models (ELEVATOR DOOR!, ABRO, and STOP-
WATCH) were evaluated, as well. Table 6.1 and Figure 6.6 present the experimental
results; specifically, the number of graphical elements in the model, the run-time of the

semantic robustness analysis, and the number of generated warnings are shown.

The model of an elevator door is taken from a larger example which is part of the Esterel Studio
distribution.
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Table 6.1: Experimental results of the semantic robustness analysis of state-

charts, listing the number of graphical elements in the models,

run-times of the analysis, and numbers of generated warnings.

Model Graphical Elements Time (ms) Generated Warnings
CVCL Bin CVCLLib
ELEVATOR DOOR 27 1 1 2
ABRO 37 1 <1 2
STOPWATCH 57 4 3 8
SCHIZOPHRENIA 42 1 1 0
REINCARNATION 86 4 3 8
JACKY1 98 6 3 11
RUNNER 131 21 9 55
ABCD 750 93 66 136
GREYCOUNTER 768 48 48 28
wWw 1,167 92 72 137
MEIJIA 1,317 183 152 142
TCINT 1,614 217 173 235
ATDS-100 3,308 387 249 1,262
MCA200 19,156 60,371 57,662 51,196
BINTREE-2 25 1 1 4
BINTREE-4 121 17 9 68
BINTREE-6 505 131 71 516
BINTREE-8 2,041 775 408 3,076
BINTREE-10 8,185 4,181 2,214 16,388
QUADTREE-1 21 <1 <1 0
QUADTREE-2 101 4 4 16
QUADTREE-3 421 38 24 144
QUADTREE-4 1,701 240 127 912
QUADTREE-5 6,821 1,299 687 5,008
QUADTREE-6 27,285 5,303 2,998 20,032
TOKENRING-3 272 4 3 0
TOKENRING-10 874 40 37 0
TOKENRING-50 4,314 1,165 1,051 0
TOKENRING-100 8,614 4,708 4,345 0
TOKENRING-300 25,814 41,376 41,265 0
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(b) Checking run-times of the Estbench examples [21].

Figure 6.6: Plots of checking run-time vs. model size, illustrating the exper-
imental results of the automated semantic robustness analysis of
statecharts.
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Irrespective of whether using the CVC Lite binary or library, the time required to per-
form the checking varies from a few milliseconds needed for small statechart models up
to 60 seconds needed for very large models containing elaborate parallelism and gener-
ating a great number of warnings. For the majority of the examples, checking is much
faster, though. Run-times scale approximately linearly w.r.t. the number of graphi-
cal elements of the checked models, as illustrated in Figure 6.6a. However, the TO-
KENRING series of statecharts exhibits a quadratically scaling run-time characteristic.
The massive parallelism (all within a single AND-state) causes a quadratically growing
number of Race Condition checks. Also, for the MCA200 model, the enormous number
of more than 51,000 generated warnings (cf. Table 6.1) contributes heavily to the 60-
second run-time. Overall, the collected data suggests the complexity class O(nz), where

n is the number of graphical elements, as an upper bound to the checking run-time.

When utilizing the CVC Lite library, run-times are consistently shorter as compared
to the CVC Lite binary. This performance enhancement, also portrayed in Figure 6.6,
certainly justifies the additional labor required to incorporate the CVC Lite library into
the KIEL framework, as described in Section 6.2. Moreover, the run-time interval be-
tween the library and binary expands as the number of queries sent to CVC Lite grows
for larger models. The increasing amount of communication via standard I/O affects
the run-time of the binary more severely than the equally growing number of JNI calls

affects the library run-time.

In Figure 6.6b, it can be further observed that the checking run-times for the models
ABCD and WW are very similar, although the model WW is approximately 50% larger.
This is caused by WW’s low number of states with more than one departing transition,
resulting in a low number of Transition Overlap checks. Moreover, WW contains an
unusually high number of transition labels which are not interpreted by KIEL, e. g.,
containing calls to C-functions.

Despite the synthetic nature of the majority of the examples, the mere quantity of gen-
erated warnings suggests, but certainly does not prove, the necessity and success of a
robustness analysis for statecharts. Beyond that, even small and concise handmade mod-
els of a stopwatch or an elevator door yield several robustness warnings (cf. Table 6.1).
The conclusion of this thesis (Chapter 7) contains a more thorough qualitative appraisal

of the efficacy of the suggested robustness rules.
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Chapter 7
Discussion and Conclusion

Statecharts have made reactive system development easier, certainly more intuitive, and
hence, less error-prone. Although, they are no magic bullet. To take error prevention
even further, a statechart style guide has been developed as the foundation of this thesis.
Based on the well-structured set of robustness rules, both syntactic and semantic, an au-
tomated checking framework has been implemented as a plug-in for the KIEL statechart
modeling tool [55]. Great care was taken in devising the rule set and in designing the
checking framework as not to constrict the modelers’ creativity, but to cater for more ex-
plicit, easy to comprehend, and less error-prone models. This was achieved by adhering

to the following fundamental design principles:

Modularity and Configurability: In the spirit of Buck and Rau’s notion of flexibil-
ity and adaptability [19] (cf. Chapter 5), all robustness checks are independently
implemented, individually selectable, and parametrizable via a preferences man-
agement. A configurable default checking profile for models of each statechart
dialect further enhances useability.

Extendability of the rule set: The set of checks is easily extendable by either imple-

menting a new Java class or, if feasible, by adding an appropriate OCL constraint.

Automatic conformance checking: As shown in Section 6.3, compliance with the se-
mantic robustness rules can be checked very rapidly—a key quality, imperative
for end-user acceptance. Due to the uncoupling of the checking process from the
modeling process, the checks may be applied at all stages of system development,

even to partial system models.
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In working with the presented semantic robustness rules, a duality between robustness
and minimality of statecharts has become evident. For example, eliminating a Tran-
sition Overlap or Dwelling violation by adding the negation of the predicates of one
transition to the predicates of the other transition, as suggested in Section 5.3, consti-
tutes an infringement of the write things once principle of modeling [14]. Thus, fully
explicit behavior specification postulated by robustness rules stands in contrast to the
clever exploitation of implicity. Correspondingly, statechart models optimized w.r.t.
compactness and minimality frequently yield more robustness warnings than their non-
optimized counterparts. In the development of new robustness rules and the enforce-
ment of existing rules this duality must be kept in mind to ensure that modeling does
not loose its inherent intuitiveness. Ultimately, it must always be left up to those who
utilize the proposed rules to decide what actually represents an undesirable modeling

construct and what not.

Backed by the experimental results presented in Section 6.3, the robustness rules, in
combination with an automatic conformance checking, appear to fulfill their expected
purpose. Large numbers of all three kinds of robustness violations, denoting potential
modeling errors, are detected in models ranging from small to large and from trivial
to highly complex. Even long before exposing true modeling errors, the robustness
checks can expedite and ease the understanding of an unfamiliar model. For example,
the Dwelling violations found in the model of a wristwatch (cf. model WW in Table 6.1)
reveal a multitude of transient states resulting from the transformation of Esterel code
to Safe State Machines. Eliminating these transient states leads to a more stringent
and, hence, more intuitive model. The Transition Overlap violations found in the same
model expose far-reaching relations spread-out over many levels of hierarchy, which
might otherwise remain undiscovered. Similarly, the potential race conditions found
in the model MCA?200 help to identify concurrent access of variables even in far apart
regions of the model. Altogether—although no immediate errors have been found in
any model—the robustness rules and their automatic conformance checking satisfy the
expectations. Intricate interrelations between various components of a model, which are

nearly impossible to discover for the human beholder, are elegantly brought to attention.

The true practicality and efficacy in terms of error prevention of the proposed set of
robustness rules can, however, only be proven in an extensive study. For this, two
groups of test subjects would need to be asked to model a realistic system. Of these
two groups, only one would have knowledge of the robustness rules and access to the
automatic conformance checking. Significantly fewer modeling errors would then be
expected from the “robustness” group. Assuming that everything else was equivalent
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between the two groups, this would conclusively indicate the success of the suggested
rules. A likewise elaborate alternative would be to apply the robustness checks to a
(large) number of industry-sized models of real systems and consequently detecting er-
rors in these models. This would obviously require in-depth knowledge of the modeled
systems. Both propositions are unfortunately far beyond the scope of this thesis. Nev-
ertheless, KIEL’s transformation of Esterel programs to Safe State Machines could be
modified so that it generates statechart models containing only a minimal number of ro-
bustness violations—or better even, none at all. Moreover, in light of the small number
of robustness rules established so far, the development of a much more extensive cata-
log of statechart dialect-independent and dialect-dependent robustness rules remains as

future work.

In closing, statechart robustness rules step up, where the human modeler lets off—
either due to inadvertence and carelessness or because size and complexity become
nearly unmanageable for models of many real-life systems. Robustness rules and their
automatic checking, in conjunction with the right modeling attitude, have the potential
to make software and system development safer and less error-prone. Hence, we come

a small step closer to the age-old dream of error-free software.
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